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Instructions

1. Visit https://www.hacksplaining.com/lessons
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2. Complete the five vulnerability lessons which are Password Mismanagement, Email Spoofing, Malvertising, Logging & Monitoring and Buffer Overflows.

3. Visit https://tryhackme.com/ 

Endpoint Security Monitoring

4. Complete Into to Endpoint Security https://tryhackme.com/jr/introtoendpointsecurity 
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Help Video: https://youtu.be/3D7urDLThJQ 


Security Information & Event Management

5. Complete Intro to SIEM
https://tryhackme.com/room/introtosiem 
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Help video: https://youtu.be/zvFhIu94Yfs 
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. Endpoint Security Monitoring
So
* Monitoring activity on workstations is essential, as that's where adversaries spend the most time
trying to achieve their objectives.
o ‘ Intro to Endpoint Security
Learn about fundamentals, methodology, and tooling for endpoint security monitoring.
Core Windows Processes
O a Explore the core processes within a Windows operating system and understand what normal behaviour is.
This foundational knowledge will help you identify malicious processes running on an endpoint!
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Security Information and Event Management
Understand how SIEM works and get comfortable creating simple and advanced search queries to
look for specific answers from the ingested logs.

o) Introduction to SIEM
An introduction to Security Information and Event Management.
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